SeaMonster: Providing tool support for security modeling
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Abstract

Today there is a knowledge gap between security experts and software developers, one that is likely to
widen as the number of security vulnerabilities and the complexity of software increases. Security models
can be used to exchange knowledge between these two camps, however proper tool support is vital to
achieve this. This paper presents an open source initiative to such a tool called SeaMonster, which
uses well-known and easily understandable security modeling techniques. By providing and linking
different viewpoints to vulnerabilities, different aspects can be expressed, such as causes, threats and
countermeasures within the same tool. Our goal is to create a common platform for security modeling,
increase the understanding of vulnerabilities and reduce the amount of time it takes to model security.
As a consequence we hope to see a general improvement in the security of software.

1 Introduction

The increasing use of information systems requires more software to be made now than ever before,
but a side effect is that we are also introducing a large number of security vulnerabilities into the systems.
Computers are to a great extent used to handle sensitive information and critical processes, making them
increasingly dependent upon complex software and services. It is shown that with more complexity, the
trend is larger exposure for vulnerabilities that can be exploited during intentional attacks [2]. According
to The National Vulnerability Database [20], the amount of discovered vulnerabilities is over 30 times
higher today compared to ten years ago, and the number is continuously rising. Even though there are
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many good practices for improving software security, the released software does not seem to have any
noticeable improvements when it comes to security [15].

The traditional way of protecting the software is by relying on network security solutions, but merely
trusting firewalls and anti-virus applications will not hold in the long run. During software development,
security is usually something added near the end as an afterthought. Most researchers in the software
security field agree with McGraw when he states [11]; Because security is an emergent property of a
complete system, we must take a holistic approach. We should weave in security throughout the complete
software development lifecycle. It is also a well-known fact that the estimated cost of late error correction
is considerably higher than in earlier development phases [8].

There are few software developers who follow the secure coding best practices [7], even though most
of the vulnerabilities are caused by well-known mistakes which we already have solutions for [5]. This is
due to that software developers, who are experts in their field, are not necessarily experts in security, and
vice versa [2]. Additionally, there is also a general lack of security experts in the software engineering
field [15]. For these reasons, the typical software development projects do not necessarily have available
security expertise to complement the ordinary developer’s lack of knowledge (and interest) in the area.

We believe that security modeling is something that can help reduce this knowledge gap, since
models are informative and reusable artifacts that can be used to identify, describe and plan how
vulnerabilities can be avoided. Security modeling is especially beneficial during the early phases of
software development, and can help determine the right level of security. Today, security modeling
is often done using general purpose drawing tools [2]. This leads to different notations, no coupling
between models and little tool support in order to avoid possible misinterpretations of the produced
output.

This paper presents security modeling with a freely available tool called SeaMonster (a name
creatively constructed from security modeling software). SeaMonster’s focus is on helping developers
and security experts to easily model security both before and during any phase of software development,
and to facilitate sharing and reuse of security models between projects, people and organizations. As
a result to this we hope to see increased security awareness during the early phases of development,
without having to add a lot of extra resources (which is often the case why security is down-prioritized
in the first place).

The next section introduces SeaMonster, before we look at how it supports three different viewpoints
of security modeling. This is followed by a discussion comparing it to other tools used to model security,
and also mentions some planned improvements. The paper is then finalized by a conclusion.

2 SeaMonster explained

SeaMonster is a graphical modeling application that lets you describe and present different aspects
related to security vulnerabilities. These aspects are called viewpoints. Viewpoints are used to create
a view, which is what you see when looking from the chosen viewpoint. A viewpoint can have
several views, represented by different models. In SeaMonster there are three different viewpoints that
complement each other:

e What causes the vulnerability.

e How your system is threatened and can be attacked because of the vulnerability.



e How the vulnerability or the effects of the vulnerability can be mitigated through countermeasures.

Different modeling techniques can be used to express these views, and we would like to emphasize
that we have not invented any new techniques. SeaMonster uses a selection that security experts already
are familiar with, but adds the functionality of linking them together through the different viewpoints
based on a common information model. SeaMonster is highly modularized, and additional notations and
security modeling techniques can be added based on a plugin architecture.

SeaMonster is built on top of the Eclipse framework !, which is a collection of different frameworks
and tools implemented as plugins. The two main frameworks are the Graphical Modeling Framework
(GMF) and the Eclipse Modeling Framework (EMF). The SeaMonster application has been released
under an open source license, and originates from student work at the Norwegian University of Science
and Technology (NTNU) and the associated applied research foundation SINTEF. It is continuously
being improved and the project is hosted by SourceForge?.

We will now explain the background of the three viewpoints, and show how they are expressed in
SeaMonster. Our examples are based on the cross-site scripting (XSS) vulnerability, which can briefly be
described as a way of injecting malicious code into a Web application. The exploit occurs when the code
is executed by some user/victim, and the result can for example be that somebody takes over your online
banking session. Grossman et al [6] state that XSS arguably stands as the most potentially devastating
vulnerability facing information security and business online, and it is currently the dominating Web
vulnerability.

3 Causes

This viewpoint is based on formalisms and methods in security modeling that focus on the causes
of vulnerabilities. The goal of these formalisms is to get an in-depth understanding of what causes the
vulnerabilities, so that they can be prevented. This is an activity typically performed by security experts
after one or several similar vulnerability instances has been discovered.

Root Cause Analysis (RCA) is a collective term used to describe a wide range of approaches, tools,
and techniques, which are used to uncover causes of a problem [1]. RCA is based on a belief that solving
a problem is best done by correcting or eliminating its roots causes, as opposed to merely addressing
the immediately obvious symptoms. It differs from troubleshooting and problem solving in that these
disciplines typically seek solutions to specific problems, whereas RCA is directed at underlying issues.

Fault tree analysis (FTA) [9] is a method used in RCA. It is a logical, structured process that can help
identify potential causes of a failure before the failure occurs. Faults, and causes to these, are visually
modeled using the logic operators AND and OR to represent the sequence of faults and causes. Using
this diagram it should be possible to backtrack one or more root causes to the event.

Vulnerability Cause Graphs (VCG) [4] are visual representations of vulnerability models, allowing
developers and security experts to get an overview of the relations between vulnerabilities and their
causes. In this representation, the causes and the vulnerabilities are presented in a directed acyclic graph
with four kinds of nodes: simple, compound, conjunction and exit nodes. This view is supported by
SeaMonster, and Figure 1 shows how we have modeled the XSS vulnerability. You can see that there are
four potential causes to the XSS. In the leftmost case, a malicious Web site owner has deliberately placed

'Eclipse is an open development platform, see http://www.eclipse.org/
>The SeaMonster home pageis http://sourceforge.net/projects/seamonster/
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Figure 1. A vulnerability cause graph for the XSS vulnerability.
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Figure 2. Screenshot from SeaMonster showing the details of the injection flaw vulnerability.




some code into the Web site. This is expressed with two simple nodes. In the next case, we express with
a compound node that the Web page has been defaced, typically by gaining root access to the Web
server and replacing the content with malicious code. The third option is shown with a conjunction node
around a simple node and a compound node, meaning that both need to be present. Here, the Web server
accepts some input, typically from a Web form, and an injection flaw vulnerability is present, allowing
malicious code to injected into some public area of the Web site. A similar conduction is the last option,
but there the user can be tricked into clicking on a maliciously crafted link (the malicious code does not
need to be echoed by the Web server). See [6] for a more thorough explanation of these causes.

The injection flaw vulnerability is further detailed in Figure 2. In this figure the modeling environment
can also be seen. SeaMonster allows us to combine and decompose vulnerabilities using the compound
nodes, keeping the graphs to a limited visual size.

VCGs give a good overview of the relations between a vulnerability and its causes. They support
generalization and specialization so that models can have different levels of details, and also the fact that
a vulnerability often is the result of a combination of causes, not just single ones.

4 Threats and attacks

Threats and attacks consider the weaknesses of a system from either a defender or an attackers
perspective. The modeling methods used to represent this is usually threat or attack trees. We have
merged these into the same view because they have the same notation and tend to get mixed up into each
other anyway (you usually try to think as both a defender and an attacker when creating the tree). Both
of them are closely related to fault trees, but more specialized towards security. Modeling threats and
attacks is something typically done early in the development phase, when you want analyze the attack
surface and identify the risks and consequences of potential attacks.

In SeaMonster we use attack trees as described by Schneier [14]. Attacks are represented in a tree
structure. The root node represents the main goal of the attack, while the successor nodes represent ways
to reach the main goal. In this way, all child nodes become subgoals. An example of a XSS attack tree
modeled in SeaMonster is shown in Figure 3.

Just as fault trees, attack trees use AND nodes and OR nodes. The first node type requires all subgoals
to be satisfied in order to reach the goal, while the latter is used to describe alternative ways of achieving
the goal.

The nature of the attacker may determine which part of the attack tree should be taken into account.
It is therefore important to consider who the possible attackers are (what skills they may have, risk
aversion, access to money, resources, motivation and so on).

Attack trees are simple, informative, and relatively easy to understand. These are valuable properties
when communicating to a diverse audience.

5 Countermeasures

The countermeasure viewpoint considers how to avoid vulnerabilities in the first place, or at least
mitigate possible attacks or threats that are caused by them.

UML use case diagrams are widely used to elicitate software requirements, but they are not that good
when it comes to security requirements. By adding new types to the use case diagram, security issues
can also be addressed. This extension of the use case diagram is called either misuse cases [17] or abuse
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Figure 3. An attack tree for exploiting the XSS vulnerability.

cases [10] (we have chosen to use the former). The purpose of the misuse case diagram is to model the
desired functionality and relate it to exploitable functionality and threats.

Use case diagrams have four major elements. These are the system, actors using the system,
the functionality of the system (use case), and relationships between the different elements. The
relationships are limited to include, extend and generalization. The model is extended for security issues
by adding an attacker [17] and/or an insider [13]. The attacker is a mis-actor that attacks the system
from the outside. The insider is a mis-actor that is authorized within the system, but uses this advantage
to exploit vulnerabilities. The model is further extended with three relations: detect, prevent and exploit.
The exploit relation is used between the threat and vulnerability use cases. The other two relations are
used by regular use cases to mitigate the threats and vulnerabilites. The mis-actor is colored in black,
the vulnerability and threat use cases are showed with different grey shadings. The insider has also a
grey shading. See Figure 4 for a XSS vulnerability example modeled in SeaMonster.

The misuse case diagram is not a complete method for documenting and analyzing security
requirements, but it provides support when working on these tasks. The misuse case diagram can get
very extensive when covering all security details. Although it should only be used for doing a part of the
job, it can be a good way of getting an overview of countermeasures. The misuse case diagram is also a
good way of communicating security requirements between security experts, developers and customers.

The security activity graph [3] is another view describing which activities are available to eliminate
threats at various costs. The security activity graphs can be constructed from vulnerability cause graphs.
The causes in the vulnerability cause graphs are mitigated using different techniques, that corresponds
to activities in the security activity graphs.

The top node in the graph contains the vulnerability, and the leaf nodes contain the activity that
can help prevent the vulnerability. The activities have boolean values, which are true if the activity is
implemented perfectly. The activities can be connected together with AND, OR or SPLIT gates. SPLIT
gates only have one input, and they send this input to all the outputs. An example of a security activity



Output encoding

N <preventss >

\

Input encoding
\ <<preventss s
Developer

< <preventssz-
/

-
Gacate ot v wsed
---"'""-F-

Ve < <extends:=

\ A< <preventss>

N
X 0N

< <exploits§¢

Use Web content

— — ] =

User

Figure 4. A use case model extended with misuse case notation to represent the threats and
countermeasures of a XSS vulnerability.



3 SeaMonster - Software Security Modeling
File Edit Diagram window Help
L H] = i
; i e o« SBa - = || 100% ™
o8 = s L =
|| FiledfC: fDocumentse20and %205, .., |1 FileyciDocuments3eand®:205. .. |_'| file JC: fDocuments %2 0and 205, . Ig *file/CifDocuments3s20ande20s. ., &3 =0
Palette »
A D Salect
injection flaw I Selec
H £ £, Zoam
[=3 Mote =
Avoid external interpreters | Use application level firewall “5:5\-'ulnerability
[ Activity:
| And Mode
|©R10r hode
(51 5plit Node:
— Predecessor
AN e D
Validate input Reject invalid input Use static code analysis Use safe APIs
Enforce least privilege

Figure 5. A security activity graph for the typical injection flaw.

graph for mitigating the injection flaw vulnerability is shown in Figure 5.

Compared to misuse case diagrams, security activity graphs are more detailed and process oriented,
and the view should be chosen according to your needs. Security activity graphs can typically be used
to guide developers during design, implementation and testing, but should be created outside of specific

development project by security experts.

6 Discussion and further work

As we have already mentioned, most security modeling is done using the available general purpose
drawing tool (or temporarily written on the nearest blackboard). We want to change this trend by
making a common platform for modeling security. Our goal is to increase the general understanding
of vulnerabilities and reduce the amount of time it takes to model security. We hope to achieve this
by facilitating exchange and reuse of security models through SeaMonster. A long term consequence
should be a reduction in the amount of vulnerabilities in released software and less need for patching.

Some specialized tools already exist’, but they tend to support only a single view and are not freely
available.

Microsoft is an important actor in the field of threat modeling. Their approach to threat modeling
is explained in the book [19], which is complemented by a threat modeling tool that is freely available
from Microsoft. However, this tool only has a view that supports textual descriptions of threats. This
kind of modeling could prove useful for development teams in order to identify both security strengths

3Such as SecurITree by Amenaza and Isograph’s AttackTree+.



and weaknesses of a system, but due to its high level of detail it could need more time than available,
and be considered too complex and not feasible for most software projects.

Another visual and free modeling tool is Coras [18]. Coras is used for model-based risk analysis of
security critical systems, but has an irregular syntax that reduces the uptake.

Exploit graphs are used in [12] to model how an attack can be carried out, given a software risk. It
also describes what kind of access and/or pattern is required to do so. Regular flowcharts are used to
model the exploit graphs. The graphs include an estimation of the effort level required to exploit a flaw
in the application. However, exploit graphs are not widely used and have therefore not been added as a
view to SeaMonster at this point.

UMLsec [8] is a UML security modeling method, with the goal “security by design”. The UML
standard is used because it is commonly known by software developers. UMLsec is an extension of the
UML standard and it includes, among others, use case, activity, deployment, sequence, and state charts
diagrams. SeaMonster already supports misuse cases, and we see them as the most beneficial UML
extension when it comes to security vulnerability modeling (note that SeaMonster is not intended to be
a full-fledged design tool, but merely a security companion).

SeaMonster has been created so that more views and functionality can be easily added. For instance,
the attack trees should be extended to include a cost for each node. At an OR-gate choose the cheapest
child, at AND nodes sum the children. This could further be used to calculate the total cost of the
different attacks, and by doing this, figure out which attacks are the most likely. In this way, one can
rule out the less probable attacks. Also, we would like to add functionality for linking external resources
to the elements in the various graphs, such as URLs to vulnerability information, other tools, patterns,
practices etc.

Ardi et al. [2] discuss sharing of security models, and this is functionality that would benefit
SeaMonster greatly. A common repository for sharing and reusing good security models is currently
under development in the SHIELDS project [16] supported by the European Commission in the Seventh
Research Framework Programme. We hope that SeaMonster will be able to take advantage of this
repository in the future.

7 Conclusion

Security experts are often not a part of development teams, and software developers have little security
knowledge, so a gap between the two groups arise. Security models can be used to exchange knowledge
between these two camps, however proper tool support is vital to achieve this. SeaMonster is such a
tool, and uses well-known and easily understandable security modeling notations and techniques. By
providing and linking different viewpoints to vulnerabilities, different aspects can be expressed, such as
causes, threats and countermeasures within the same tool.

SeaMonster is a freely available open source project, and we hope it will contribute to the security
modeling field by facilitating model reuse and improving the general security-awareness in software
development projects without adding too much extra cost.
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