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Predicate format Predicate description X 

Unchecked(a, op, b) Detects if a does not fulfils (a op b) where op is an 
operator 

X 

Tainted(a) Detects that a is tainted; in other words, the variable 
a is set to a value that originated from a untrusted 
source (e.g. from a file, from user input, from the 
network). 

X 

buffer = memory_allocation 
(buffer_size) 

Detects the use of a system allocation function to 
allocate memory to buffer of size buffer_size 

X 

Initialised(a) Detects that a has been initialised X 

Use(a) Detects that a has been used in an instruction X 

Call(f) Detects that function f has been called X 

Result(a, b) Detects that a is the result of b X 

Content(a, b) Detects that a contains b  

Store(a, b) Detect that b is stored as condition expressed by a  

Display(a, b) Detects that a is displayed in the form indicated by 
b 

 

Verify(a, b) Detects that property a is used as indicated by b  

Unfiltered(ErrorMessage) Detects that error messages are not filtered  

Support(a, b) Detects that a supports the execution of b  

Not_escaped(a, b) Detects that b is not escaped inside a  

The format of each predicate is a function with at least one parameter. Again, each 
parameter can have one of the following types: variable, operator or value. 

F.3 Application screenshots 

This section describes in detail a practical example of using GOAT to create a VDC. 
Users should read the instructions9

- The creation of the VDC object in GOAT, 

 on how to use GOAT before creating a new VDC. 
In general, to create a VDC four steps need to be performed: 

- The creation of a master action and a predicate list, 

- The creation of the connectors to express logical combination of predicates, 

- The creation of function parameters. 

The vulnerability detection condition modelled in this guide deals with the use of 
tainted value to memory allocation. This VDC is related to the buffer overflow vul-
nerability (CWE-121 and CWE-122). The textual representation of the VDC is the 
following: 

buffer = Memory_allocation(buffer_size) [ / [Fixed(buffer) ^ Tainted(buffer_size)] ; 
Unchecked(buffer, Not_equal, NULL) 

                                                      
9 https://er-projects.gf.liu.se/main.php/GOAT_Instructions.doc?fileitem=3277418 
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action, we need to click on “Add New Parameter” button in VDC Functions panels, 
and then we need to fill all the text boxes. 

- Tainted (buffer_size):  

- Function Name: Tainted 

- Parameter 1 Name: buffer_size 

- Parameter 1 Type: variable 

- buffer = memory_allocation (buffer_size):  

- Function Name: memory_allocation 

- Parameter 1 Name: buffer 

- Parameter 1 Type: variable 

- Parameter 2 Name: buffer_size 

- Parameter 2 Type: variable 

- Unchecked (buffer, NOT_EQUAL, NULL):  

- Function Name: Unchecked 

- Parameter 1 Name: buffer 

- Parameter 1 Type: variable 

- Parameter 2 Name: NOT_EQUAL 

- Parameter 2 Type: operator 

- Parameter 3 Name:NULL 

- Parameter 3 Type: value 

The result of the VDC creation is shown in figure 107. 

 
Figure 107. Vulnerability detection condition for “Use of tainted value to malloc” in 

GOAT 

F.3.6 Saving the model 

You can save your file using the “save as” function in the File menu. 

Known bug: the “save” option is disabled; you have to use “save as”. 

F.4 Known bugs 

- If the container is deleted it cannot be recovered. 
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- When you are working on a VDC and you want to open an existing one it 
does not work, keeps the current one. 

- When working on same VDC the “save” option is disabled; you have to use 
“save as”. 

- You cannot open different VDCs at the same time. 

- You can only save your VDC when your VDC creation is finished. If you 
save your file before (e.g. there is missing functions or parameters), this file 
cannot be open by GOAT. 

- Names of a master actions, system states or post conditions cannot be edited 
once entered into the container.  

- Entered functions cannot be reused, memoryless. 

- Parameter type list is missing. 

- There is no undo option. 

- Right click does not work inside the input window. (To perform copy-paste). 

F.5 Planned improvements 

At this stage, GOAT is extended with functionality to edit a list of VDCs for each 
cause. The relationship between VDCs and VCGs is not automatically established and 
will constitute one of the major future improvements of the VDC editor. This im-
provement will be based on the VDCs derivation process described in [17]. The fol-
lowing features will be added to GOAT: 

- Lists of keywords, keyphrases and functions that can be used when construct-
ing VDCs from VCGs. 

- An assistant for composing VDCs. 

- Help for creating VDCs from examples and templates. This will facilitate the 
reuse of conditions when constructing new VDCs. 
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Appendix G Model notation 

In the following sections we explain the legends of the models used in the SHIELDS 
activities under evaluation in the phase 2 SHIELDS assessment.  

G.1 Misuse case notation 

Name of symbol Symbol Explanation 

Use case 

 

As for UML use cases. 
Represents functionality in the system, 
either functionality used by the users. 

Security use case 

 

Represent security functionality needed 
to mitigate misuse cases (threats) or 
vulnerability use cases. 

Misuse case 

 

Represents threats towards the system, 
i.e. possible attacks. 

Vulnerable usecase 

 

Vulnerability use cases represent vul-
nerabilities in the functionality of the 
system. 

Normal actor 

 

As for UML use cases. 
Represents anyone (could be human 
users but also systems) interacting with 
the system as intended, i.e. they do not 
harm the system either intentionally or 
unintentionally. 

Attacker actor 

 

Represents an outside attacker. 

Insider actor 

 

Insiders can be considered attackers, 
but will have more privileges and 
knowledge about the system than an 
outside attacker. 

Association/use  As for UML use cases. Links actors to 
use cases. 

Extend 

 

As for UML use cases. 

Include 
 

As for UML use cases. 
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Name of symbol Symbol Explanation 

Generalise 
 

Used to create subtypes between actors. 

Threaten 
 

This association is used to link misuse 
cases to use cases, and thus shows 
which misuse cases that threaten which 
use cases. 

Mitigate 
 

This association shows which security 
use cases are used to mitigate, or can be 
considered as countermeasures to mis-
use cases or vulnerability use cases. 

Exploit 
 

This association is used to link misuse 
cases to vulnerability use cases. 

G.2 Attack tree notation 

Name of symbol Symbol Explanation 

Root attack 

 

Root attack nodes represent the final 
goal, or what you want to achieve 
with an attack. These nodes are black 
with an orange frame. 

Subattack 

 

Subattack (or child nodes) in an at-
tack tree are white instead of black. 
Each of them represents ways of 
achieving the goal. 

Link 

 

Root nodes and child nodes are 
linked using an arrow, where the ar-
rowhead points towards the root 
node.  

AND 

 

AND nodes are used to combine as-
sociated child nodes that all must be 
fulfilled for the goal to be achieved. 

OR node (no symbol) Child nodes associated with a goal 
without further notation are consid-
ered OR nodes, meaning that the ful-
filment of either one can be used to 
achieve the goal. 

G.3 SGIT notation 

Name of symbol Symbol Explanation 

Security goal 
<Security goal>

 

Used to name the security goal that is 
modelled in the SGIT and any goals that 
have a relationship to this goal. 
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Name of symbol Symbol Explanation 

Goal dependency Depends on
 

A goal relationship that shows that a 
goal is dependent on another goal, 
meaning that a security goal only be-
comes relevant if the other goal exists. 

Positive indicator 
R/D/S: 

<Positive 
indicator>

+

 

A positive indicator is an indicator that 
is beneficial for the security goal, i.e. if 
detected it supports the claim that the 
security goal has been correct imple-
mented in the object under inspection. 
The letters before the indicator name 
states in which document types it best 
suited to inspect for this indicator. 
Available options are R (requirements), 
D (design), S (source code) and M 
(manual).   

Negative indicator 
R/D/S: 

<Negative 
indicator>

-

 

A negative indicator is an indicator that 
is detrimental to the security goal, i.e. if 
detected it represents a potential defect 
and it is likely that the security goal has 
not been correctly implemented in the 
object under inspection. 

Conditional depend-
ency 

A+

B+ B
 

Models an indicator relationship where 
an indicator B depends on another indi-
cator A so that it only makes sense to 
examine B if A has been detected. 

Boolean combina-
tion 

AND/
OR

 

An indicator relationship.  
The AND-combination is used to model 
situations in which two or more indica-
tors must be detected in order to mark 
the AND node as detected. 
The OR-combination is used to model 
situations in which one or more out of 
several indicators must be detected in 
order to mark the OR node as detected.  

Referral to speciali-
sation tree  

Shows that the indicator is further spe-
cialised in a specialisation tree that 
gives more concrete directions on how 
to inspect for this indicator in different 
document types. 

G.4 Guided security inspection checklist notation 

Name of symbol Symbol Explanation 

Introduction Introduction: <introduction>

 

States which security goal is the 
focus of this checklist, and how the 
checklist should be used by an in-
spector. 
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Name of symbol Symbol Explanation 

Purpose Purpose: 
<purpose>

 

States if the checklist should be 
used for finding as many defects as 
possible within an artefact, or if it 
focuses on finding if the security 
goal is met in at least one way. If 
choosing the last option this means 
that the inspection is less thorough 
than if choosing the first option. 

Instruc-
tion/question 

<Concrete instruction/
question>  

Gives instructions to the inspector 
on what to look for in a document 
and which questions to answer. 
Instructions based on negative indi-
cators of the SGIT are given in red 
colour, and instructions based on 
positive indicators are given in 
green colour. 

Document type <Document type to 
look for defects>  

The document type, e.g. require-
ments, design, source code and 
manuals, to check for a specific is-
sue. 

Indicator reference <Indicators from 
specialized trees>

 

Provides a link to specialisation 
trees for the indicator that is to be 
checked. The specialisation tree 
gives more detailed guidance than 
the guided checklist. 

Documentation <Documentation>

 

States what the inspector has to 
document based on the result of the 
inspection. 
Positive remarks are shown in green 
colour, while potential problems are 
shown in red colour. 

Decision point 

 

Used in situations where the out-
come of performing an instruc-
tion/question influences the steps 
that is to be taken next. 

Exit  
exit

 

Shows the points in which the in-
spector can stop answering the 
checklist. 

Reference 
<Reference>

 

Used for referencing another part of 
the checklist. 
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G.5 VID notation 

Name of symbol Symbol Explanation 

Question 

 

Divides the flow in two, depending on the 
result to the question that is labelled in-
side the diamond. 

Procedure Call 

 

This labelled box represents a call to a 
procedure. A procedure is a building 
block of a VID, and can be viewed as a 
separateVID. VIDs can be called from 
others in order to keep the VIDs small and 
simple. “Procedure Calls” must have at 
least one incoming edge and may have 
one outgoing edge. 

Instruction 

 

Instructions give the reviewer the com-
mands that must be followed at this point 
of the VID  

Loop 

 

Loops indicate the action that must be 
performed for each of the components 
specified in the label 

Comment 

 

Comments include clarifying explanations 
about the VID, or the context, the action, 
etc. They merely give more information 
or examples for a specific symbol and are 
never entered in the decision process. 

Vulnerability output 

 

The vulnerability output is the description 
of the detected vulnerability situation in 
the software artefact. 
“Output”-labels in quotes are directly 
copied while labels without quotes de-
scribe what the reviewer should write 
down instead. 

Information output 

 

Information output is the short documen-
tation suggested to be filled by the inspec-
tor in order to have his decisions well 
documented for the inspection meeting of 
all reviewers. 

Begin 
 

The symbol “Begin” indicates the starting 
point of inspection process and must have 
exactly one outgoing edge (and no incom-
ing). 

Finished  
 

“Finished” has exactly one incoming edge 
(and no outgoing), and stands for the end 
of the inspection procedure. 

Directed edge  
 

Directed edges define the inspection 
process and always begin and end in a 
symbol. 

Undirected edge  Undirected edges link “Comments” to the 
respective symbol they refer to. 
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G.6 Security Inspection Scenario notation 

Name of symbol Symbol Explanation 

Header - The header section contains the following infor-
mation for the inspector: 
Scenario: <Name of Scenario> 
Artefact: <Doctype> 
Vulnerability: <Vulnerability class that is in-
spected> 
Referred Document: <Name of the document(s) 
that contains the corresponding VID(s) model(s)> 

Introduction Introduction This section describes the problem in natural lan-
guage, including which vulnerability class is ex-
amined for and how this vulnerability class could 
be exploited by an attacker. 
 

Instructions Instructions The instructions are normally divided into a gen-
eral and one or more specialised areas. They both 
contain short assignments on what to do and ex-
planations how this can be done. 

Questions Questions This section contains questions examining the 
problem domain, extracted from the VID, and that 
should be answered by the inspector. 
The extraction of questions is rather simple and 
mainly consists of a slight reformulation of the 
questions. It has to be ensured that there are no 
open questions. 
This section includes advice on what shall be done 
to answer each question and regarding one correct 
way of implementing the issue under inspection. 

G.7 VCG notation 

Name of symbol Symbol  Explanation 

Cause No symbol Conditions or events that 
may lead to vulnerabilities in 
the software being developed 

Simple node Name
 

Represents simple causes, 
not combinations or se-
quences of causes 

Exit node Name
 

Represents the vulnerability 
modelled in VCG 

Compound node Name
 

Refers to a VCG and facili-
tates analysis reuse, mainte-
nance of models and im-
proves readability 

Conjunction node 
NameName

 

Represents the conjunction 
of two or more nodes 
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Name of symbol Symbol  Explanation 

Edge 

 

Represents the relationships 
between causes, and causes 
and vulnerabilities 

G.8 VDC notation 

Name of symbol Symbol Explanation 

Root 
 

The root node of VDC and 
represents the entire VDC. 

Master action 
 

Represents the triggering 
condition. If detected, the 
state and post conditions 
need to be checked. 

State condition 
 

Represents a set of condi-
tions that should have oc-
curred prior to the master 
action in order to detect the 
vulnerability.   

Post condition  
 

Represents a set of condi-
tions that should occur fol-
lowing the master action in 
order to detect the vulner-
ability. 

SimpleCondition-
Node   

Represents the label of a 
simple condition in VDCs.  

VDC Function 
Parameters 

 

A condition in a VDC is rep-
resented by a function with 
parameters (at least one). 
Each parameter has a name 
and a type (variable, opera-
tor or value). 

And Gate  
 

The “And” gate is used to 
build a conjunction of at 
least 2 conditions. The result 
is a complex condition. 

Or Gate  
 

The “Or” gate is used to 
build a disjunction of at least 
2 conditions. The result is a 
complex condition. 

 





D1.4 Final SHIELDS approach guide  2010-05-31 
 

 223(232) 

Appendix H SHIELDS glossary 

The following list of terms and their definitions is in alphabetic order. It is meant for 
reference, not for tutorial purposes. While it does contain short examples and some-
times even implementation hints in order to help understanding a term, it will not suf-
fice to understand the concepts involved solely based on their definitions given here. 
If you feel you need a more thorough introduction to information security concepts, 
please consult a tutorial text such as a textbook. 

Some of the terms defined below have other meanings in other, i.e. non-security con-
texts. Unless explicitly noted, we assume the security-specific meaning of a term, and 
we omit “security” from its name. Example: By “policy”, we mean a security policy, 
not any other kind of policy (e.g. the recruitment policy of a company, the foreign 
policy of a government etc.); by “requirement” we mean a security requirement for a 
software system, not a general (e.g. functional) software system requirement, let alone 
any non-technical kind of requirement. 

 

Access control A general term for regulating how resources in a system 
may be used. Its most common use in a software system 
is to implement Authorisation. 

Accountability The property of a system that any interaction with the 
system is indisputably documented.  

 Example: A user of an online stock trading system who 
has purchased some stock shall not be able to later deny 
that purchase (e.g. after the stock has dropped in value). 

 Basic implementation means: log files with integrity 
protection. 

Actor An active entity that is external to the system and inter-
acts with the system. An actor can be a human being, or 
another system. 

 Examples (considering an ATM system):  

o The human customer operating an ATM 

o The external credit card company’s system the 
ATM system interacts with in order to verify the 
PIN entered by the customer 

Asset Anything that is to be protected by the system.  

 Examples: 

o A file with secret data 
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o A hardware register controlling a physical de-
vice (e.g. the brake of a car, in the case of car 
control software) 

o The location of a mobile system user 

o Communication bandwidth 

Attack Any interaction with a system with the purpose of vio-
lating the Policy of that system. For this to be possible, 
the system must contain a Vulnerability. 

 There are many types (and thus examples) of attacks; a 
few include Eavesdropping, Injection Attacks, Denial of 
service, and Spoofing. 

Attack surface The attack surface of a software environment is the pos-
sible functionality that can be attacked by an Attacker.  

Attacker An Actor that performs an Attack. 

 Example: A student trying to break into a fellow stu-
dent’s computer account by trying various guesses for 
the fellow student’s password. 

Availability The property of a system that it can actually be used by 
its legitimate users in the legitimate way as and when 
specified by the Policy. The availability of a system can 
be attacked by a Denial of service attack. 

Audit Related to information security, audit refers to the proc-
ess of examining system data to determine whether a 
Security breach has taken place or not. 

Authentication The act of assuring the Authenticity of a piece of infor-
mation (such as data or a request for some service). 

 Examples: 

o Authenticating a system user by having them 
type a password 

o Authenticating an HTTP request message by 
checking its attached session id 

Authenticity The property of a piece of information that it actually 
originates from its alleged originator. 

Authorisation The act of checking whether a certain operation on a 
system is allowed. Authorisation enforces the Policy of 
the system. 
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 Example: An account management system checks 
whether the user requesting to see the balance of a cer-
tain account is allowed to see this (i.e. in most cases, 
checks whether that user is the owner of this account). 

Brute force attack An attack with the goal of finding out a certain piece of 
secret data guarded within a system by repeatedly trying 
all theoretically possible values of that data. 

 Example: Trying to find out a person’s password by 
submitting all conceivable text strings as a password. 

 Basic means of protection: Recognising repeated failed 
interactions and (temporarily) refusing further interac-
tions with the same source. 

Bug A specific mistake of the programmer in a certain ap-
plication/project. (This is not necessarily a vulnerability 
as it is not necessarily exploitable). 

Bug class A certain type of bugs, e.g. leaving out length checking, 
or unsafe casting. 

Cause Conditions and events during software lifecycle that 
may contribute to a vulnerability in a software product, 
e.g. “using unsafe API”, “use of fixed-sized buffers”. 

Confidentiality The property of a system that certain information can 
only be read by authorised users. 

 Basic implementation means: Encryption of the infor-
mation. 

Consequence A measure or description reflecting the cost or result of 
a successful realisation of a Threat (e.g. successful ex-
ploitation of a vulnerability or misuse by authorised us-
ers). 

Denial of service An Attack on a system’s Availability, often consisting 
of flooding the system with requests for service in order 
to make it unusable for its legitimate users simply be-
cause of the massive load of requests it has to process. 
With this type of attack, the attacker is not interested in 
the system actually performing any of the requested 
services, but will usually simply discard any replies 
from the system. 

 Basically, there is no means to prevent denial of service 
attacks. It helps to restrict most system functions to au-
thenticated originators, but even the act of checking 
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proper authentication may consume enough resources to 
make the system unusable. 

Eavesdropping An Attack on the Confidentiality of data being trans-
ferred over some communication channel. 

 Example: Reading other people’s email messages 
within the same LAN by hooking up a computer to the 
LAN that records all network packets regardless of des-
tination and origin. 

Elevation of privilege An Attack aiming to gain stronger Privileges than the 
attacker legally possesses. 

Encryption Transforming a piece of data to make it unreadable for 
anyone except those who know a certain piece of in-
formation (“key”) to revert the encrypted information to 
its original form. 

Flaw Part of a program that can cause the system to violate 
its security requirements. A flaw is not always exploit-
able, it might be masked. Program vulnerabilities are 
usually a combination of security flaws. 

Injection attack An Attack based on embedding data with unintended 
effect (“metadata”) in harmless data fed as input to a 
system. When the system processes the data, assuming 
all of it is harmless, the embedded metadata will make 
the system behave in a way that was unintended by the 
system developer and that will violate the system’s Pol-
icy. 

 Examples: 

o Embedding SQL metacharacters (e.g. the single 
quote character) in input data to an application 
that builds SQL commands from its input (“SQL 
injection”) in order to make the application 
submit unintended SQL commands to a database 

o Embedding HTML metacharacters in input for 
web applications that will have unintended ef-
fects on the HTML page produced by the web 
application, such as making the browser viewing 
the HTML page execute unintended code 

Integrity The property of a system that certain information can 
only be modified by authorised users. 
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 Example: The amount of money stored on an electronic 
debit card shall not be arbitrarily modifiable by the 
card’s user. 

 Basic implementation means: Digitally sign the infor-
mation to enable checking it for integrity 

Intrusion A malicious interaction fault resulting from an attack 
that has been successful in exploiting a vulnerability. 

Malicious code Code that intentionally causes harm. 

 Examples: computer viruses, worms and exploit scripts. 

Man-in-the-middle attack An Attack on two communicating systems A and B. The 
attacker pretends to be A to B, and pretends to be B to 
A. In effect, A and B assume to be communicating with 
each other, while in fact each of them is communicating 
with the attacker. 

 Basic means of protection: Authentication of both 
communication partners. 

Non-repudiability See Accountability. 

Policy A specification of what actions in a given system shall 
be allowed or not. In practice, a policy usually consists 
of a list of clauses, each designating that a certain Actor 
(e.g. human system user) may or may not perform a cer-
tain action on a certain Asset. Conceptually, these 
clauses may be viewed as the rows of a matrix (“protec-
tion matrix”), with one row per system user, and one 
column per system Asset. 

 Examples: 

o A list of security constraints in a J2EE web ap-
plication’s deployment descriptor, specifying 
what URLs shall be usable by what groups of 
application users 

o A .htacess file in a directory served by the 
Apache web server, specifying what files in this 
directory may be read by what web users. 

Privacy Privacy is the Confidentiality of personal data. Personal 
data is any data that describes the properties or the be-
haviour of a specific human being. 

 Examples: 

o The fingerprint data of a certain person 
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o The Internet browsing history of a certain com-
puter user 

Privilege Entitlement to perform a certain action. 

 Example: The web server process has read privilege for 
the HTML files to be served, but not write privilege for 
these files. 

Replay attack An Attack on a system based on recording a legitimate 
interaction of a legitimate system user with that system. 
The attacker records this interaction and later replays 
the same action (possibly without even understanding 
its meaning) to the system in order to violate system 
Policy. 

 Example: In a bank account transfer system, the at-
tacker records a request from some user for a legitimate 
money transfer to the attacker’s account and replays the 
request in order to have the same amount of money 
transferred a second time. 

 Basic means of protection: Tagging each interaction 
with a unique id, and recording all used ids. 

Repudiation An Attack on Accountability by performing some action 
within the system and later denying that. 

Risk A measure (probability times impact) reflecting the se-
riousness of a Threat. A prioritised risk matrix can be 
used for selection of risk mitigation strategies. 

Risk analysis The process of identifying, calculating and prioritising 
Risks. 

Security A property of a system, comprised of the following sub-
properties applied to all its relevant parts: Confidential-
ity, Integrity, Availability, Authenticity, and Account-
ability. 

 While the first three of these five properties are unani-
mously agreed upon, sometimes one or both of Authen-
ticity and Accountability are subsumed under Integrity. 

Security activity An activity or combination of activities applied during 
the system lifecycle that contributes towards fulfilling, 
or that fulfils, one or more security goals.  

 Example: Performing a design review of the system on 
the system design document. 
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Security artefact Something part of or used when performing a Security 
activity. Security artefacts can be intended for human 
reading (e.g. documents) or tools/input to tools. 

Security activity model A formal representation of a Security activity or combi-
nation of security activities. 

Security breach Violation of an explicit or implied security policy, for 
instance an attack, a theft or damage to the system and 
other assets. 

Security checklist A list of items to be checked or performed as a part of 
technique to improve the security. 

Security goal A goal that, when met, contributes to meeting some 
other security goal or ensures that one or more security 
properties desired by some stakeholder holds. 

Security incident See Security breach. 

Security indicator A feature of a system development artefact that consti-
tutes a certain evidence for or against some Security 
goal being realised. 

Security inspection A Security Instruction that checks a system develop-
ment artefact for correct implementation of certain Se-
curity goals or for presence of certain Vulnerabilities. A 
security inspection may or may not be based on check-
ing security indicators. 

Security instruction A type of Security artefact intended for human users, 
containing supportive information used when perform-
ing a Security activity.  

Security model A description of a phenomenon or behaviour related to 
security, often simplified by abstracting certain details. 
Typically used for prediction and simulation, see also 
Vulnerability model. 

Security objective A term closely related to high level security require-
ments and security goals. Also often used to define the 
level of security your application should comply with. 

Security pattern An established and well understood solution to a recur-
ring security problem. 
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Security policy See Policy. 

Security requirement A detailed requirement that implements an overriding 
security policy. Security requirements differ from high-
level Security goals, because they detail “who can do 
what, when”. 

Security tool A type of Security artefact in the form of some software 
using during a Security activity or input to such soft-
ware. . 

 Example: A source code security checker tool to some 
source code from the system 

Session After successful Authentication of a user with a system, 
any further requests from this user to the same system 
are collectively named the session that user has with the 
system. Provided that no other user can insert their own 
requests into that session, all requests within a session 
can be considered authenticated without having to re-
authenticate the user on each request again. 

 Basic implementation means: The system issues the 
user a unique and unguessable session id upon success-
ful session initiation, and the user tags each of their fu-
ture requests with that session id.  

Spoofing An Attack based on pretending a false user identity to a 
system, i.e. an attack on Authenticity. 

 Example: An attacker who sets up a web site that looks 
like a well-known bank’s web site and tricks people 
into taking the attacker’s web site for the bank’s web 
site by giving misleading URLs to people. 

Stakeholder Users that have an interest in a system or concerns re-
lated to a system. 

SVRS SVRS is an abbreviation for the SHIELDS Security 
Vulnerability Repository Service, which is a repository 
used for sharing of security knowledge (e.g. security 
models and artefacts).   

Tampering An Attack based on changing information without being 
allowed to do so. Tampering is thus an attack on the In-
tegrity of the target information. 

Threat An abstract Attack; abstract in that this type of attack 
may or may not be applicable to a given concrete sys-
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tem: A threat is a potential attack. In most contexts, 
“threat” and “attack” can thus be used synonymously. 

 Other sources define threat to be what this glossary de-
fines as the Attacker. 

Threat model A descriptive representation on how threats can affect a 
system or system elements. 

Trust The state of considering another entity as Trustworthy.  
 Example: The user of an ATM trusts the ATM not to 

leak their PIN to other users. 

Trust zone Logical system compartments that should be treated 
with the same level of trust or distrust. 

Trustworthy The property of a part of a system that the security of 
the overall system is guaranteed, provided all other 
parts of the system function correctly. Alternatively, a 
(sub-) system that correctly implements its Policy. 

 Example: An operating system kernel without any er-
rors. 

Vulnerability A feature of a system that may be used in a way that 
results in a violation of the system’s Policy.  

 Note that the definition of vulnerability refers to the 
system’s policy: A certain feature is not universally 
good or bad from point of view of security, but only 
relative to some specific policy (although in practice 
there are features that would violate any reasonable pol-
icy, such as allowing full access to anonymous users). 

 Example: A word processing program that creates a 
temporary copy of the currently edited document in a 
place where any user of the same computer can see it. 
This is a vulnerability provided that the word proces-
sor’s policy requires to keep user’s private files invisi-
ble to others at all times (a requirement one would ex-
pect from any reasonable policy for a word processor, 
but which might not exist in a web authoring system 
where all documents are intended to be public anyway). 

Vulnerability class A type of vulnerability that may occur in software sys-
tems. Vulnerability classes may be identified using 
CWE numbers.  

 Example: Path traversal (CWE-22) is a vulnerability 
class that may occur in web applications. See the exam-
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ple at Vulnerability instance for details on this vulner-
ability class, and for an example of an instance of this 
vulnerability class. 

Vulnerability instance A specific vulnerability in a specific place in a specific 
software product. Every vulnerability instance consti-
tutes a concrete example for a certain vulnerability 
class. There are various databases that collect many 
thousands of vulnerability instances (e.g. the NVD), and 
there is a widely accepted naming scheme for them in 
the form of CVE numbers. 

 Example: CVE-2008-0923: Directory traversal vulner-
ability in the Shared Folders feature for VMWare ACE 
1.0.2 and 2.0.2, Player 1.0.4 and 2.0.2, and Workstation 
5.5.4 and 6.0.2 allows guest OS users to read and write 
arbitrary files on the host OS via a multibyte string that 
produces a wide character string containing .. (dot dot) 
sequences, which bypasses the protection mechanism, 
as demonstrated using a “%c0%2e%c0%2e” string. 

Vulnerability model A formal representation of a vulnerability class or vul-
nerability instance, expressed in some suitable formal-
ism. 

 Example: A vulnerability cause graph representing the 
potential causes for a directory traversal vulnerability, 
e.g. lack of path name input canonicalisation, lack of di-
rectory access controls at the web server level. 

 


